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Background

Domain Controller Security

UF Active Directory (AD) will be integrated with the campus registry and will therefore include the full security context for all user accounts. By design, each AD domain controller contains all user account security information. The security boundary is represented by the entire forest. To reduce the risk of compromise of this security information, physical access to every domain controller in the forest must be restricted.
Requirement for Remote Domain Controllers

Domain controllers on campus are generally considered to be 100% available to service user authentication, resource enumeration, and replication traffic. However, domain users at remote sites are generally not connected via 100% available links. For users at remote sites to gain access to local network resources, they must contact a domain controller to validate their credentials. In order to optimize AD functionality, reduce WAN authentication traffic, and ensure user access to local resources in the event of a WAN link failure, Microsoft recommends installing a domain controller at the remote site.

Physical security

The following standards for physical security must be verifiable for all domain controllers within the ufl.edu forest. On-campus units participating in the UF AD will utilize domain controllers housed at secure on-campus facilities as identified by the UF AD Group. Off-campus units that 1) wish to participate in the UF AD, and 2) require a remote domain controller, must adhere to the standards and policies prescribed here.
Standards for Physical DOMAIN CONTROLLER Security

1. All UF AD domain controllers will be located in a secure area as defined below:
· Door(s) to the secure area will remain locked 24/7

· Access to the secure area will be controlled via a secure access control system provided or approved by the UF AD Group.

· Access to the secure area will be limited to authorized personnel only. 

· Authorized personnel will be determined jointly by the UF AD Group and the unit head responsible for the physical site (usually Dean, Chair, or Director).

· Secure area access key distribution will be managed and documented by the unit head.

· Within the secure area, remote sites may also house non-AD systems (servers, network, phone, electrical, etc.). Where temporary access to these systems is required by unauthorized persons, the visit will be documented, and the visitor will be supervised at all times.

· Construction standards:

· The secure area will provide solid floor-to-ceiling wall construction. Drop ceilings with open access to adjacent non-secured areas are not secure.

· All doors / windows will be constructed of material or fitted with hardware that discourages breakage and/or unauthorized access.

2. Remote domain controllers will be housed in a locked enclosure designed to prevent theft and unauthorized physical access.

· The secure enclosure will be provided and/or approved by the UF AD Group.

· The enclosure will prevent unauthorized access to all physical ports and drives.

· Only the UF AD Group will have access to the enclosure.

3. Transport, storage, and disposal of any electronic copy of the UF AD database or DC offline SAM, (incuding backup media, physical drives, etc.) will be applied using the same approach to physical security standards as prescribed for the DC itself (i.e. locked and limited secure access). To further limit exposure, regular scheduled backups will be performed only on central campus DC’s. Backup of remote DC’s to removable storage is not permitted. 

4. Domain controllers will be directly connected to a switched Ethernet data port that is encrypted via IPSec and managed by the UF AD Group and/or remote site’s network administrators.

5. Administrative logon access to Domain Controllers will be secured via a two-factor authentication system (i.e. smartcard) [more detail needed here]

POLICY and Procedures for DOMAIN CONTROLLER ADMINISTRATION

Definitions:

Domain Controller Site Contacts: The unit head at each remote site will identify at least 2 unit employees with secure area access who will serve as DC Site Contacts. The DC Site Contact will be responsible for first response in the event of lost connectivity/functionality of the DC at their site. This first response is limited to establishing the presence, physical integrity, power, and connectivity status of the DC. 

Remote DC Response Team: The UF AD Group will identify a Remote DC Response Team that will assist in the deployment of remote DC hardware and respond to DC service interruptions. To provide more efficient service, Response Team members may include UF IT staff assigned to certain remote units (e.g., IFAS). Team members will be trained and certified in secure deployment and system recovery procedures by the UF AD Group.

Domain Controller Monitoring and Response:

DC’s will be monitored by the UF AD Group 24/7 for connectivity, functionality, and security. In the event that a DC is unexpectedly offline for an extended period [define time], the UF AD Group will alert the DC Site Contact to investigate and report on the cause. If the cause cannot be determined, a DC Response Team member will visit the site to restore functionality of the DC.

Domain Controller Maintenance:

Domain Controller administration and maintenance will be conducted only by the UF AD Group via secure encrypted remote techniques as required.
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