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Background
Domain Controller Security

UF Active Directory (AD) will be integrated with the campus registry and will therefore include the full security context for all user accounts. By design, each AD domain controller contains all user account security information. The security boundary is represented by the entire forest. To reduce the possibility of compromise of this security information, physical access to every domain controller in the forest must be restricted.
Requirement for Remote Domain Controllers

Domain controllers on campus are generally considered to be 100% available to service user authentication, resource enumeration, and replication traffic. However, domain users at remote sites aren’t connected via 100% available links. For users in remote sites to gain access to local network resources, they must contact a domain controller to validate their credentials. In order to optimize AD functionality, reduce WAN authentication traffic, and ensure user access to local resources in the event of a WAN link failure, Microsoft recommends installing a local domain controller at the remote site.

Physical security

The following standards of physical security must be verifiable for all domain controllers within the ufl.edu forest. Any UF campus or off-campus location that participates in the ufl.edu forest must also adhere to the standards at their site.  UF colleges or departments on campus will house their domain controllers in [insert net-services facility]. Any ufl.edu domain controllers housed outside this facility will adhere to the standards policy prescribed here.
Standards for Physical DOMAIN CONTROLLER Security

1. All domain controllers must be housed in a secure area. 

· All doors to the secure area must remain locked 24/7. 
· Access to the secure area must be strictly limited to authorized personnel only. Locks must be uniquely keyed, and key distribution must be documented and controlled.
· All authorized access must be closely monitored by UF personnel responsible for the physical site.
3. Domain controllers must be housed in a non-removable locked enclosure.

· The enclosure must prevent unauthorized access to all physical ports and drives.
· Only UF Network Services (or their designees) will be permitted access to the locked enclosure.
4. Domain Controllers at remote sites must be secured with syskey to provide additional encryption of local security database.
· Only UF Network Services (or their trusted designees) will have access to the startup key password.

5. Domain controllers must be directly connected to a switched Ethernet data port that is encrypted via IPSec and managed by UF Network Services or off-campus locations network administrators.

6. Backup of remote DC’s to removable storage devices is not permitted.
7. Administration of domain controllers will be conducted via the console or via secure remote access as approved by UF Network Services.
8. Domain controller functionality and connectivity will be monitored 24/7. Response to service interruptions and other maintenance will be conducted as prescribed in the “Policy and Procedures” below.
POLICY and Procedures for DOMAIN CONTROLLER ADMINISTRATION

Definitions:

Domain Controller Site Contacts: UF Network Services will maintain contact information for individual(s) at sites housing domain controllers. These individuals will be responsible for first response in the event of  lost connectivity/functionality of the DC at their site. This first response is limited to establishing the presence and physical integrity of the DC, power, and connectivity status. 

Remote DC Response Team:  UF Network Services will identify and maintain a security team of trained field technicians who will serve to securely deploy and respond to failed DC’s. Team members will be geographically dispersed to more efficiently respond to remote DC failures.

Domain Controller Monitoring and Response:

DC’s will be monitored by UF Network Services 24/7 for connectivity, functionality, and security. In the event that a DC is offline for an extended period [define], the DC Site Contact will be contacted to investigate and report on the cause of the outage. If the cause cannot be determined, the closest DC Response Team member will arrange a site visit to investigate and/or restore functionality of the DC.

Domain Controller Maintenance:

Daily administrative and maintenance of DC’s will be conducted only by UF Network Services via secure encrypted remote techniques as required.
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�I think for the purposes of defining security requirements, we need to consider a broader approach.





The security of the UF AD is dependent on all DC’s, and is only as good as the weakest link. Why single out remote DC’s rather than establish security policy for UFAD DC’s in general? The security policy should apply to all UFAD domain controllers whether they’re deployed on or off campus. I can imagine several scenarios where on-campus DC’s might be appropriate outside the datacenter environment.
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