UF UNIVERSITY of
FLORIDA Policy: Account Management

Information Technology

Purpose:

To provide a comprehensive account management process allowing only authorized
individuals access to University Data and Information Systems.

Scope:

This policy applies to all Information Systems, University Data, identifie accounts used to

access them and University Data.

Policy:

1. All persons and processes granted access to an informatio tem, beyond that explicitly

ividually identified

implementing gdures to properly authorize, modify or terminate accounts and

permissions.

3. Information Security Managers (ISMs) are responsible for implementing Information
Systems such that account authorizations are promptly enforced.
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Policy: Account Management

Authority:

UF-1.0102: Policies on Information Technology and Security

References:

NIST 800-53 revision 3: AC-2, IA-2, IA-4, TA-8, IA-3

HIPAA Security Rule 164.312(d)
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