UF SSL Survey fact sheet


Source: UF Security Team
1579 UF hosts on private IP listening on port 443/tcp:

 1011 using self-signed certificates

 568 using globally trusted CA signed certificates
1160 hosts on public IP listening on port 443/tcp:

 537 using self-signed certificates
623 using globally trusted CA signed certificates

Source: UF SSL Survey (CCC-L)
46 respondents to the UF SSL Survey
146 “Servers” are reported to be secured by SSL 

158 SSL certificates are in use 

A globally trusted CA signs 57% of the reported SSL certificates

9% of reported SSL certificates are all self-signed

32% of reported SSL certificates are a mix of globally trusted CA and self-signed

2% of respondents did not know the signing-type of their SSL certificates 
43% of UF SSL certificates are wildcards
Survey show $22,817.78 is being spent on SSL certificates
82% use the SSL certificates for “Domain Validation”, standard trusted SSL encrypted communications

5% use the SSL certificates for “Extended Validation”, highly trusted SSL encrypted communications that activates the browsers "Green Bar" feature
7% use the SSL certificates for ”Organization Validation”,  customers see your validated company details in the SSL certificates and site seal profile

7% of the respondents do not know the “Validation” level of their SSL certificate 
51.22% use SSL certificates to protect Websites

14.63% use SSL certificates to protect Email

14.63% use SSL certificates to protect Applications

4.88% use SSL certificates to protect Clients (User, Desktops or Mobile Devices)

14.63% use SSL certificates to protect Appliances (Routers, Switches and Printers)

Source: Google Search
Buy vs. Build 

http://net.educause.edu/ir/library/powerpoint/LIVE0611.pps

 Universities who outsource their SSL certificates management to a globally trusted CA
Indiana University – Thawte
http://uits.iu.edu/page/aklv
Cornell – GeoTrust

http://identity.cit.cornell.edu/ssl/
Univ. Iowa – Thawte

http://cio.uiowa.edu/ITSecurity/resources/servercerts.shtml
Stanford – InstantSSL

http://www.stanford.edu/services/ssl/
Univ. Texas – VeriSign

http://www.utexas.edu/its/customweb/answers/ssl.php
UCSF – Entrust


http://oaais.ucsf.edu/OAAIS/5091-DSY.html
Yale – GlobalSign

http://security.yale.edu/encryption/SSL/certificate.html
Michigan – InstantSSL/Entrust
http://www.umich.edu/~umweb/services/
UCSB – GeoTrust

http://www.oit.ucsb.edu/network_services/certificates.asp
Minimum feature set for a hosted PKI:

· Trusted CA Supporting Major Browsers (Firefox, IE, Chrome, Safari and Mobile browsers)

· Accept Certificate Signing Requests with 2048-bit keys for certificates

· Standard “Domain Validation”

· Root CA not expiring anytime soon

· Allow for distributed management of hosted PKI solution

· Less expensive than current model
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