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This document is designed to assist UF Project Managers, General Contractors and Local IT Administrators in the implementation of the Lenel electronic access control component of new construction projects, major renovation projects, and minor renovation projects on the University of Florida Campus. This document is intended to highlight the IT-related components of a successful implementation and shall be used in conjunction with all relevant sections of the documents listed below to define the complete standard by which all electronic access control systems shall be installed University wide:
· UF Design and Construction Standards (http://www.facilities.ufl.edu/dcs/index.htm)

Section 13700 - Security Access and Surveillance

    (http://www.facilities.ufl.edu/dcs/pdf/13700.pdf)

· UF Key and Lock Policy (http://www.ppd.ufl.edu/pdf/Key_Lock_Policy.pdf)

Section I - Electronic Access Systems

· UF Electronic Access Control Master Specifications (www.ppd.ufl.edu/pdf/E-Access-MasterSpec.pdf): Electronic access control system guidelines and operational requirements. < Under Construction >
· UF Telecommunications Standards (http://net-services.ufl.edu/infrastructure/)
· UF IT Policies and Standards (http://www.it.ufl.edu/policies/)

· UF IT Security Regulations (http://www.it.ufl.edu/policies/security/)
A DDD Memorandum, titled “UF Electronic Access System Availability”, from 2/20/2004, announced the establishment of Lenel OnGuard as the UF standard for electronic access and can be found at http://www.admin.ufl.edu/ddd/default.asp?doc=9.8.1546.5.
Suggested changes to this document or variances from this standard must be coordinated for approval through the Network Infrastructure Coordinator with Network Services in the Office of Information Technology at 352-392-2061.
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1. Summary 
The Lenel Project is a campus wide initiative to bring a centralized electronic access control and monitoring system to the University of Florida. The local Departments decide when they want to install a Lenel system in an existing building.  This document describes the IT procedures that lead to a successful implementation.
1.1 There are two central networking groups on campus that will be involved with connecting Lenel devices:


· HealthNet manages all networks associated with the Health Science Center.
· UF Computing and Networking Services (CNS) manages the core network and building switches on the UF Wall-Plate program.

1.2 The UF Project Manager assigned to the project will identify and contact the local IT support group as early in the project as possible to prevent delays. 
If the project involves new construction and the primary building occupants have not been identified by the time the project begins, the UF Project Manager will contact either HealthNet or CNS for the name of a provisional IT contact person. 


1.3 The local IT group or provisional IT contact person will coordinate the IT functions related to this project within their area of support.  Schedules to complete IT work will be negotiated with the central networking group once the official request has been made, and short lead times should not be assumed. 

Please note that sections 1 through 10 of this document are provided as background information to aid in the execution of the step-by-step procedures detailed in sections 11 and 12.
2. Roles 
Due to the number of different parties involved in orchestrating a Lenel installation, it is useful to define some of their roles.
2.1 
Buyer 
The funding college, department, division or other UF entity requesting the Lenel installation.  In the case of new construction, the Buyer is the Project.
2.2
User
College, department, division or other UF entity having administrative ownership of the building or defined space which will utilize the Lenel system.
2.3
Local Lenel Administrator(s) 
Individual(s) selected by the User to manage access to the User’s building or defined space.

2.4 
Local IT Group 
Local IT authority, which may or may not include the building network.

2.5 
Central Networking Group 

CNS or HealthNet. CNS hosts the central Lenel Database Server, as well as the Lenel Terminal Server, through which the Local Administrators run the Lenel System Administration and Alarm Monitoring client s/w applications.

2.6 
Lenel Manager 

Individual from the Physical Plant Division’s (PPD) Information and Technology Services department who oversees all Lenel issues, including the management of the centralized database, and provides ongoing support for Lenel projects.

2.7 
Project Manager 

Individual assigned to oversee the Construction Manager for each Lenel installation.  This person may be from PPD’s Architecture and Engineering department or from Facilities Planning & Construction, depending upon the location and scope of the project.
2.8 
General Contractor (GC) 
Construction Manager hired to oversee all of the sub-contractors involved in each Lenel installation. 

2.9 
Lenel Vendor 
Electronic access sub-contractor and Lenel-certified, value-added reseller who configures and installs the Lenel devices.

3. Connectivity and Related Costs for Lenel Devices
3.1 There are presently 4 types of networked devices used in Lenel installs, but some installs will not have every type:


3.1.1 Access Control Panel / Intelligent System Controller - covers hard-wired access control door hardware and access control field hardware.


3.1.2 Intrusion Detection Burg Panel (covers hard-wired sensors and relay outputs)


3.1.3 Video Recorder (VR) Server (two types):


· The Lenel Digital Video Recorder (LDVR) is a propriety server which runs a Windows operating system.  Depending upon the model, the LDVR can support up to 32 coax-connected analog cameras.
· Lenel Network Video Recorder (LNVR) software can be installed on any computer meeting the minimum specifications, which include a Windows operating system.


3.1.4 IP cameras associated with LNVRs.  (IP cameras must be certified Lenel-compatible.)
3.2 Every Lenel device will require structured wiring and power, switch ports, IP address allocation, firewall/ACL holes, and location planning and physical installation, each of which will be addressed in one of sections 4 through 8 of this document. 
4. Structured Wiring and Power
4.1 Installation of new structured wiring must be coordinated by the central networking group to enable testing and documentation, and all costs will be paid for by the Buyer. All computer cabling must comply with UF Telecommunications Standards, and installation of any new structured computer cabling must be accomplished by a UF approved low-voltage contractor:  http://net-services.ufl.edu/infrastructure/teleco_contractor.html


4.1.1
Standard drawings for each type of device installation, as well as the door hardware and wiring, will be included in the UF Electronic Access Control Master Specification.
4.1.2
Per Section 1.4 “Submittals” of the UF Design & Construction Standards, Section 13700: 
“B. The Lenel vendor shall supply three sets of as built wiring diagrams that show location(s) of all equipment and wiring for the system. One copy shall be delivered to each of the following: User, UF Project Manager and PPD’s Architecture & Engineering Documents Coordinator.” 

4.1.3
An additional electronic copy of the as built wiring diagrams should be provided to the Lenel Manager.   
4.2
The power source for each Lenel device must be approved by the network provider.

5. Switch Ports
5.1 Each networked device will require a connection to a switch, and there are three possible cases:
5.1.1 HealthNet. All Lenel devices in the HSC will be on HealthNet managed ports, and will incur the standard HealthNet charge. If there are not enough switch ports, HealthNet will install additional switch capacity at no additional charge to the Department.


5.1.2 CNS Wall-Plate. Lenel devices may connect to available Wall-Plate (WP) switch ports, and CNS will waive the usual $5 per port per month fee. If there are not enough ports available in a WP area, then the Department will need to pay an impact fee to add additional switches according to the WP standard.


5.1.3 Local Network. Some UF buildings have networks managed by their local IT staff, and they will provide switch ports for Lenel devices. As the WP program comes to each building, the switch ports will be managed by CNS, but the WP schedule will not change to accommodate Lenel installs.

6. IP Address Allocation
6.1 IP addresses for Lenel devices will always be on UF private IP space. 


6.2 IP Addresses will be allocated by CNS in Wall-Plate service areas. The Local IT Group will make the IP number allocations out of their own IP space in areas with Local Network support.  In areas supported by HealthNet, the Local IT Group will request IP address allocation via e-mail to ipadmin@shands.ufl.edu.

6.3 When IPs are requested, the type and quantity of each Lenel device must be specified so that the IP will be allocated from the correct range and to facilitate the appropriate DNS request.


6.4 DNS names should be defined when the IP address is allocated. 


6.5 As the WP program comes to each UF building, the IP addresses allocated to Lenel devices will change and be managed by CNS.  The Lenel Manager will reconfigure the Lenel devices accordingly.


7. Firewalls and Access Control Lists (ACLs)

7.1 The central Lenel Database Server and the Lenel Terminal Server are hosted at CNS, and server ACLs are managed by CNS.  If the Lenel devices are to be installed in CNS Wall-Plate buildings, then no ACL adjustment is required. If they are on locally managed networks or HealthNet, then the server ACLs need to be adjusted.  The local IT group will solicit any necessary ACL changes through a Lenel Manager in PPD, who will submit the formal request to CNS via their website.  


7.2 Local IT staff in HealthNet areas will request HSC firewall holes for each Lenel IP address they allocate. 


8. Lenel Device Placement

8.1 Access Control Panels should be installed in secure locations to which local staff has access.  Ideally, the space should be dedicated to security controls and be located adjacent to a Telecommunications Room (TR) or an Electrical Room (ER).  This should be the standard for new construction.  This will not always be possible when retrofitting an Access Control Panel into an existing structure, but it should be the goal.  Proposed locations for Lenel devices will be reviewed on a case-by-case basis. 

· HealthNet and CNS must approve the location of any Lenel devices in their respective areas.

· CNS may approve locating Lenel Access Panels and Burglar Alarm Panels in a TR as an exception if structured cabling is used and there is enough space, power, and cooling available in the TR.
8.2 VR servers should be installed in Server Rooms, whenever possible.  They should never be installed in Telecommunications Rooms.
9. Lenel Terminal Server

9.1 A Microsoft Terminal Server has been installed for the Lenel Project to provide Local Lenel Administrators with access to the Lenel System Administration and Alarm Monitoring client software without having to install the software locally. The Terminal Server is hosted by CNS and administered and maintained by Operations Analysis.  OnGuard Pro and Video client licenses must still be purchased in order to utilize the Lenel client software.


9.2 Lenel client computers require either a static or a reserved IP address which must be added to the IP Sec of the Terminal Server.  The Local Administrator’s Gatorlink account must also be added to the Lenel User Group on the Terminal Server.  Requests to modify the Terminal Server IP Sec and Lenel User Group must be submitted to Operations Analysis by a Lenel Manager from PPD via the OA Help Desk website.


9.3 Local Lenel client software installations are not permitted due to the inherent inefficiencies of thick-client software maintenance, with the following  exceptions: 

1) The computers used by the UPD dispatchers for Alarm Monitoring, and

2) The computers used by the Central Networking Groups for diagnostics and 
    testing of Lenel-related networking issues. 

3) Any installation of the System Administration client software where the 
    computer also serves as a Biometric Enrollment Station, which requires a
    biometric scanner connected to one of the COM or USB ports of the client 
    computer.
10. Support and Troubleshooting of Lenel Devices
Local IT staff and local administration will be the first level support for all Lenel devices and associated local networking components. PPD’s Lenel Manager should be contacted for assistance after the Local IT Group has determined that the issue is not a local networking or hardware issue.   If the Lenel Manager is not able to resolve the problem, troubleshooting will proceed to the Central Networking Group, the appropriate electronic access vendor or Lenel Technical Support, as warranted.  The UF Project Manager will not be involved in troubleshooting new or existing installations, but the Lenel Manager will be involved in both on an ongoing basis.  
Maintenance, Support and Troubleshooting Procedures are being prepared separately and will be referenced from this document once completed.

10.1 VR Servers and Client Computers
All VR servers and Client Computers will be managed and maintained by the Local IT group. Local IT staff and local administration will be the first level support for these devices and associated local networking components and will determine the OS maintenance schedule, data recording, backup and retention policies and procedures. The physical location of VR servers must comply with UF Computing Policy and Procedures.  


Note: Lenel has a QA process for OS patches and updates, but they run significantly behind the current release level, so critical security patches should be applied, regardless of having prior Lenel approval.  Notification will be sent to the local IT contact when a patch or update has received Lenel QA approval.  IT staff should wait for this notification (via the Lenel IT ListServ) before applying any discretionary patches or updates.
11. Retrofits, Conversion and Expansions: 
      Lenel Installation Procedures in Existing Buildings
Each Lenel retrofit, conversion or expansion is a small or minor project which must follow this procedure to prevent delays.
11.1 The Buyer or their designee submits a Request for Quote (RFQ) via the PPD ITS webpage.  They must identify their local IT support and their contact information in the initial request for a Lenel installation, along with some other basic information, including the affected building and floor(s), a description of the proposed project and whether it will be a new system, conversion of an existing non-Lenel system, integration of a stand-alone Lenel system or modification/expansion of an existing Lenel system already integrated into the central Lenel system.

11.2 Upon receipt of the request, the Lenel Manager generates a Work Request (WR) in PPD’s Work Management System and routes it to either Architecture & Engineering’s Quick Response Team (UF campus) or the Health Center Facilities Construction Shop (HSC facilities).  The current Lenel Manager is Patricia Zabriskie <pzabris@ufl.edu> 846-1910.
· PPD Quick Response Team (QRT) – The Architecture and Engineering Manager assigns the WR to a PPD Project Manager.  The PPD Project Manager will use an outsourced General Contractor to serve as Construction Manager.  (This year it’s Burns Brothers).
· HSC Facilities Construction – The WR will be routed directly to Facilities Planning & Construction Project Management for assignment to a HSC Project Manager.

11.3 The Project Manager consults with the Buyer, the User and Local IT Group to agree on a list of all Lenel devices to be installed. 

11.3.1 The Project Manager coordinates a walk-through and one or more meetings to develop a system specification, involving the GC and any subcontractors that may need to provide quotes.  Usually this process involves one or more of the UF Preferred Lenel Resellers – Ingersoll Rand and/or Stanley Security Solutions, Net Services, an electrical contractor or the PPD Building Electric Shop, a contractor for door/window replacements or modifications, PPD Carpentry/Mason Shop, the Thysson-Krupp elevator contractor, an installer of gate hardware, etc.  Having the Local IT Group involved at this point will be a big help.  

11.3.2 Often, retrofit jobs come about because of some breach of security, like a theft.  UPD is available to provide recommendations to improve the physical security of the facility and to review alarm monitoring options with the User.

11.3.3 The Key Shop should be included in these meetings and EH&S may also need to be involved if there are any unique ADA considerations.  

11.3.4 If there are multiple occupants in the building where the system is to be installed and any of the common areas or the building envelope is involved, a meeting must be held to establish a multi-occupant agreement prior to finalization of the specification.  The agreement may result in the need for additional client software licenses or modifications to original design.  

11.4 The Project Manager prepares the System Specifications (aka Submittals) and notifies the Lenel Manager of the date, time and location of the Submittal Review Meeting via the PPD ITS web interface.  The Submittals then proceed through the standard respective review process (HSC or PPD Campus).  Both the Project Manager and the Lenel Manager should attend the Submittal Review Meeting. 

11.5 Once the submittals are approved, the Project Manager requests a proposal from the GC.  The specs need to indicate if power or network connectivity is needed to any of the devices.  Client software licenses and proximity card or fobs also need to be included in the spec.  If any new Lenel functionality is being utilized, there may also be additional head-end licensing fees.  The GC is responsible for obtaining the building permits from EH&S.

11.6 The Local IT Group requests a quote from CNS or HealthNet for any required network cabling, to be included in the proposal provided by the Project Manager to the Buyer.  Any requests for variances should be identified and submitted before the quote is finalized because denial of a request for a variance can result in a drastic increase in the price of the project.

11.7 If video is a component of the system design, the Local IT Group coordinates the planned location of the equipment.  If LNVR software is indicated in the specification, the Local IT Group provides quotes to the Buyer for the purchase of an LNVR server.  LDVR servers are purchased through Lenel resellers and turnkey LNVR servers are available through them, as well. 

11.8 The Project Manager obtains a quote from the GC and ensures that it conforms to the specifications.  A review meeting is then scheduled by the Project Manager with the Buyer, the GC, the Lenel Manager and a representative of the Local IT Group, to go over the proposal.  The GC may need to come back with a modified proposal if changes are requested.
11.9 If the Buyer decides to proceed after reviewing the proposal(s), Purchase Orders are then issued.

11.9.1 A Purchase Order Requisition to the GC using the Buyer’s funding is processed by the Project Manager (there may be a second PO Requisition for any server hardware) and the Project Manager notifies the Local IT Group and the Lenel Manager.
11.9.2 The GC will initiate a PO to the Lenel Vendor (i.e. Ingersoll) so that the 
           equipment can be ordered.
11.10  Local IT group submits requests for network connections based on their location.

11.10.1 Local IT Groups within HealthNet submit 3 requests  


11.10.1.1      The request to HealthNet must include:

a. Request for new wiring to connect each piece of Lenel equipment.  The charge for this work should have been included in the quote.
b. The IP numbers assigned to Lenel devices.
c. Request to patch and activate switch ports.
d. Request that firewall holes be opened. 

e. Request any exception to allow Lenel device placement in Telecommunications Rooms or any other exception.

11.10.1.2      The request to CNS for Lenel within HSC must include the IP numbers 
      assigned to Lenel devices.

11.10.1.3
The request to the PPD Lenel Manager for adjustment to Lenel
                      database Server IP Sec must include:
a. The PPD WR number from the original RFQ and the Project ID
b. The IP numbers assigned to Lenel devices and the classification of each device.  The position of the permit statement in the ACL is a function of the Lenel device type.
c.   Requests for client computer connectivity will be routed to 
      Operations Analysis and should include the building and room # 
      where the client 
computer is installed, the user’s name and 
      Gatorlink account and the make and model of the network printer 
      they will use to print Lenel Reports.
11.10.2 Local IT Groups NOT within HealthNet submit 2 requests:
11.10.2.1
The request to CNS must include:

a. Request for new wiring to connect each piece of Lenel equipment (there will be a charge for this work),  (needs to be in the quote – no surprises)
b. The number of each type of equipment for CNS IP number assignments if on WP, or the IP numbers themselves if on a locally managed network.
c. Request to patch and activate switch ports if on WP.
d. Request any exception to allow Lenel device placement in Telecommunications Rooms or any other exception.

11.10.2.2       If the devices are on a locally managed network, a request to the PPD 


Lenel Manager for adjustment to Lenel database Server IP Sec should 


be submitted, as in section 11.10.1.3, above. 
11.10.3 Links for submitting requests:

Use this link to submit a service request to HealthNet:

https://webapps.health.ufl.edu/healthnet/
Use this link to submit a service request to CNS: 

https://remedy.cns.ufl.edu/cgi-bin/submitRequest.cgi
The PPD ITS web interface is under development.  E-mail requests to 


the Lenel Manager until the website is activated. The current Lenel 


Manager is Patricia Zabriskie <pzabris@ufl.edu> 846-1910.
11.11 The Central Networking Group(s) will respond to Local IT with projected 
 completion dates, and respond again when the work is complete and Local IT
 will communicate this information back to the Project Manager.


11.12 The GC will communicate the location of devices to the Lenel Vendor along with necessary IP numbers for devices.  The Project Manager will provide the Local IT Group contact information to the GC for the Lenel Vendor.

11.13 The GC will coordinate with the Local IT Group and schedule a time for the 
 Lenel Vendor to install equipment, once the power has been run.

11.14 The Lenel Vendor completes equipment installation and configuration, and coordinates the connection to the local network with the Local IT Group. Ports should already be patched and have the appropriate access to the Lenel Database Server. If there are network issues, work with Local IT first and then open a problem ticket with CNS.

11.15   
The GC will immediately notify the Project Manager when the site is 


functional.

11.16      
Service Agreements

11.16.1 The Project Manager will schedule a meeting between the User, the 
 
Lenel Manager and UPD to discuss Alarm Monitoring options, complete 

a Lenel System Registration form and sign the negotiated Alarm 

Monitoring Agreement.  If the User decides not to have UPD monitor 

any of their alarms, the Agreement should state just that.  Lenel System 

Registration is still required.  The Lenel Manager will program and test 

any requested alarm monitoring functionality.  The Lenel Vendor will not 

add any devices to the UPD Monitoring Segment or Zone.
11.16.2.
The Project Manager also schedules a meeting between the User, the 


Lenel Manager and PPD Building Services management to define the 


mechanism by which custodial personnel will gain access to the newly 


restricted areas of the User’s facility.  An Agreement shall be signed 


and appropriate contact information provided.
12.    Lenel Installation Procedures for New Construction Projects
Lenel installation procedures for new construction projects are currently under 

development, but will be similar in most respects to the procedures for existing 

buildings.
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