UF UNIVERSITY of
FLORIDA Standard: Account Management

Information Technology

Purpose:

To establish requirements for account and access management, including creation, approval,

authorization and termination.

Standard:

Each user of an Information System will be issued a unique acco

identifiers to each user must implement compensating s to limit access and provide
accountability.

2. Units must document approval to issue ea 0 account (individual,
group, system, guest/anonymous and temp ; g6pe and level of access assigned
to that account. This documentation must be i or a minimum of XXX.

3. Authorizations must only 1 of access to University Data and

4. Every account on an Info i st be reviewed prior to being placed into use

oval and authorizations for each account must be verified.

ons must be promptly modified when the assigned user’s job
duties or ass ange, or upon termination of employment. Managers should
coordinate with'appropriate staff to ensure immediate suspension of accounts assigned to
employees that are involuntarily terminated. Access methods (such as passwords) for any
shared accounts must be changed upon termination of an employee with use of the shared
account. Temporary and Guest access must be monitored and promptly suspended or

removed once authorization expires.
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